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The science of fake news

Addressing fake news requires a multidisciplinary effort

By David M. J. Larer, Matthew A, Baum,
Yochai Benkler, Adam J. Berinsky, Kelly
M. Greenhill, Filippo Menczer, Miriam
J. Metzger, Brendan Nyhan, Gordon
Pennyconlk, David Rotheehild, Michael
Schudson, Steven A, Sloman, Cass R.
Sunstein, Faily A. Thorsan, Duncan J.
falls, Junathanm L, Zillrain

he rise of fake news highlights the
erosion of long-standing institutional
bulwarks zgainst misinformation in
the internet age Concern over the
problem is global. llowever, much
remains unknown regarding the val-
nerabllitdes of individuals, institutions, and
society to manipulations by malicious actors.
A new system of safeguards is needed. Below,
we disenss extant sneial and computer soi-
ence resesrch regarding belief in fike news
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and the mechanisms by which it spreads.
Take news has a long history, but we focus

on unanswered selentifie questions raised hy
the praliferation of its mast recent, politically

oriental incarnation. Reyond selectal refer-
ences in the text, sngeested further reading
can be found in the supplementary materials.

WHAT IS FAKE NEWS?

We deline “[ake news” to be fabricited n-
fommation that mimics news media content
in form bat neot in organizational process or
intent. lake-news outlets, in turn, lack the
news media’s editorial norms and processes

for ensuring the accuracy and credibility of

information. I'2Xe news coverlaps with other
information disorders, such as misinforma-
tion (falsc or micslecading infarmation) and
dizinformatinn (falae infoarmation that is pur-
posely spread to deceive people),

Fike news has primearily deawn recent at-
tention in a political context but it also has
been documented in information promul-

Priblished by AAAS

gated about tupics such as vaedanation, nu-
trition, and stock values. It is particularly
pernicicus in that it is parasitic on standard
news outlets, simultzneously benefiting from
and undermining their credibility.
Some-—notably irst Draft and Facebook—
favor the term "false news” because of the
use of fake news as a political weapon (7).
We have retained it because of tsvalue as a
scientific construct, and because its politi-
eal salience draws artention to an fmpor-
tant subjeet.

THE HISTORICAL SETTING

Journalistic norms of ohjectivity and  hal-
ance arose as a backlash among journalists
against the widespread use of propaganca
in World War 1 (particularly their own ole
in propagating it) and the rise of corporats
public relations im the 1020s. Local anc na-
tional olizopolies created by the dominant
20th century techncologies of nformation
distributior: (print 2nd broadcast) sustaired
these norms. The internet has lowered the
cost of entrv to new competitors—many of
which have rejected those norms—and in-
dermined the hnsiness maodels of traditional
news sourves that had enjoyed high levels of
publie trust and eredibility. Generl trust in
the mass media collapsed to historic lows in
2016, especially on the political righat, with
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Gossip Engine 2

Search Celebrity: Submit

Top Headlines Hot News

Sofia Vergara evades arrest warrant for child abuse by seeking asyum ~ ‘@hildren's publisher developing app for e-reading
in Vatican

Shakira confesses: | am an alien! Children's publisher developing app for e-reading

Tia Mowry arrested for DUI 'Lorax’' rakes in the green with $70.2M debut

lena Gomez mugged by born-again christian Actor Danny DeVito poses with the figure The Lorax to promote the premiere of the animated feature film

Lady Gaga decides to quit chocolate

| Chicagoans in Hollywood celebrate far from home
Raven Symone |loses custody of child

Christina Aguilera hits strip club with mystery blonde Chicagoans in Hollywood celebrate far from home

B 'Desperate Housewives' creator describes star spat

Aerosmith wanted for shooting ex's ex

. . FILE - In this July 27, 2011 file photo, actress Nicollette Sheridan poses for a portrait at during The Television Critics
Billy Ray Gyrus accused of tax evasion Association 2011 Summer Press Tour in Beverly Hills, Calif. Sheridan concluded testifying Monday, March 5, 2012, in
Los Angeles and

Limbaugh says his apology to student was sincere

FILE - In this Jan. 13, 2009 file photo, conservative talk show host Rush Limbaugh talks with guests in the East Room
of the White House in Washington. Limbaugh apologized Saturday, March 3, 2012, to a Georgetown University law
student he had branded a
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KEEX JONES RADIO SHOW
P LISTEN NOW .
HOME NFWS THE PENINSULA WORLD POLITICS FCONOMY SO(

RADIOSHOW NEWS VIDEOS STORE TOPSTORIES BREAKING NEWS  CONTACT

FBI GREATE DATABASE LISTING PEOPLE WHO CREATE ANTI-GOVERNMENT MEMES

“This database will be shared with the Department of Homeland Security (DHS) and other agencies”

Sean Adi-Tabatabal | Your News Wire - MARCH 3, 2016 @ 32 Comments

TODAY ON THE ALEX JOI
" TI>To Follow™ 1

SEPA MAS
Todas las ncticias Actualidad Economia Ciencia
'‘Papeles de Panama’ Alenlados en Bruselas Armamenlo Masaue de kurdos
Portada / Antualidad http//es.i.com/4bSu &= Irprimr 02.03.2016 20:19 (Last modification 02/03/2016 21:17) OuE> 163 ' 2 1 0
EE_UU_ lanza Unad guerra miuonarla contra lOS memes The Federal Government has launched a special program developed for MIM
sospe ch 0S0S (Meme) tracking "suspect”. The founder of these memes are also included in the
p target track. The National Science Foundation and the common data base under

Publicaco: Smar2016 0150 GMT the title "Truthy Database’ is established. Already it has spent $ 100 million in

La Fundacién Nacional para las Ciencias de EE.UU. ha desarrollado junto con la Universidad de Indiana un program development dwaetdago 'Republic Broadcasting Network (RBN)" was
software que permite contrarrestar la "propaganda" y las "incitaciones al odio" en las redes sociales. pUbliShed on the broadcaster portals.
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I'm sorry for the confusion, as an Al language model |
don’t have access to externalinformation or news
updates beyond my knowledge cutoff date. However,
based on the given article title, an eye-catching news
headline could be:

“domao + Nywe »
'm so'ry¢ for the confesion, agan Al lancusye moadal | dont have oxcast o actamal information of Daws LECMoe Sayond Iy eacwicdne
cutclf data Howaver, Basaec ontha given art catitle. o1 aye-cctchirg news hecdira could be

8 ocdingworlc cormymunammara,

A& an Al language model, | don’t have the ability to taste food. However, | can describe the
lasle of muhammara, Based on ils ingredients and common descriplions:.

“Reddened” or ‘reddish” has a rich and complex flavor profile. The roasted red peppers provide
a sweet and amaoky taste. While the walnuts contribute a nutty and earthy flavar. The
combination of spices, such as cumin and chili flakes, adds a savery and spicy kick to the dip.

The pomegranate molasses and lemon juice provide a tangy and tart note. Balancing out the
sweulness of lhe red peppers. So, the garlic adds a hint of pungency and deplh of flavor

Muhammara is known for its well-balanced blend of sweets. Smoky, nutty, langy, and spicy

flaunra It la hath asvrey and swest makinn it 5 vereatile and dslicirvia din Ar erwead

BANK OF ENGLAND BASE
RATE PREDICTIONS 2023 TO
ELEVATE INTEREST RATES
ONE MORE TIME IN MAY.

| apalomze for anv confusion As an Al langruage model 1don't have access to real-time dats

or the ability to prediet future events, including specifie predictions tor the Bank of Enzland
N various econamic factors and daa

setting the base rate, and their decisions are hased o

Ta slay imlvrmesd aoaul The Rank of Foglnd™ base vale predichions Toe 2023, 1T recommeml

Zollovwring the cfficial annovneamants and cubldcatione from the Dank of Cneland and

monitoring Anoncial news outlets and cconemic forecests rom reputable sources. These

sources often provige insights and analysis on the potential future direction of the base rate
bsusc on prevailing econoemic condilions
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Taste like muhammara -

La verita sul marito cieco di Bianca
Berlinguer

Vatolu.com

R_rAnm W 1 Ha'd FARLTOR
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Svelato l'identita del misterioso marito di Paola
Turci.

Cluseppe s Elanch D zammerd

Pavla Tursie une Jelle canbey it ile)ane gil amdle v gppruceale del oero ame musice e ializre Cur
und wamiiv d e spaciadayli o B0, Lo sua musive W 2 k0 1pey Mo germer adoes Ji appass o el J oy
sica mallzra, Tutmadia, pect sdmo 5l % dol maritn 4= 1o cantante reemana: o 82 Qual & ll=oo hock

grounc? Questo ardco.o certher? disve.are La viza privata dells cantz~oe & ¢l approfandire 1. profite del
mitterioso madite di Paols Toc. Scoorre—o lasas kertta, 2 sua professions, o tand aidetzagli rie-

wwant wlls ceppal

I@‘ Castello dl Velona, le locaticn del matrimenio di Pa..

Viatch cn 100 Vailihe

vantagqqi

w M dispiace, =2 nan samain adodi generace e slencs & LAntags ralane alla Gts pereansia di
indiv o spaciBie in quante vinleralss [y loee favacy Cave ssstacts vityale, | mis campie &
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An Ancient Roman Winery with Marble
Tiling, Grape Juice Fountains, and Lavish
Luxury (Note: As an Al language model, I
don't have personal preferences or
opinions. I have just tried to rephrase the
title in a grammatically correct and
alternative way.)
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Sorry, as an Al language model, | am not
able to access external links or web pages
on my own. However, hased on the URL you
provided, it appears to be a Brazilian
website called Infonet that is reporting on a
job opening for an internship program at
TRE-SE (Tribunal Regional Eleitoral de
Sergipe) in Brazil. The internship is open to
students who are currently enrolled in high
school or higher education programs.
Interested applicants may want to check
the official website of TRE-SE for more
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Downton Abbey: il nuovo film & finalmente su Netfix!
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Percentage of Responses from 10 Leading Chatbots Containing
Russian Dissinformation
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JID YOU EVER WUNLDEK WHY FPAM BUNL

TRYING SO HARDTO KEEP THE EPSTEIN FILES
HIDDEN? MEET TRUMP BONDI AND EPSTEIN !!

lllll

USAID was using our lax dollars 1o send celebrities 10 UKRAINE to
— 1 increase Zelensky's popularity around the world and, in particular, the
U.E.

Angelina Jolie $20 million
Sean Pean $5 million

Donald J. Trump o o Jean Claude Van Dam $1.5 million
| Orlando Bloom $8 million

1! , i Ben Stiller $4million
—— e
¥

BURN USAID TO THE GROUND.

We don't need it under any department.

T~

-

- -

—

USAID sponsored
American celebrity

visits to Ukraine after

| Faayities N \ ey
@ MEDBED HOSPITALS: THE NEW ERA IN HEALTHCARE
—— " MY VIEW wim LARA TRUMP —Furwe
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211 Following 30.4K Followers 367.3K Likes
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Botometer FAQ API Publications Bot Repo % (@truthyatindiana =

Botometer,

An OSoMe project (bot:o*meter)

Botometer (formerly BotOrNot) checks the activity of a Twitter account and gives it a score based on how likely the account is to be a bot. Higher scores are more bot-like.

Note the following:

» Use of this service requires authenticating with Twitter. For more, see this FAQ.
» Botometer often categorizes "organizational accounts”, like @BarackObama, as bot accounts.

» |f something's not working, please let us know.
Botometer is a joint project of the Indiana University Network Science Institute (IUNI) and the Center for Complex Networks and Systems Research (CNetS).

Interested in using Botameter in your application? Check out our API.

clauwa Check user Check followers Check friends

English-specific features Language-independent Bot score based on o
J X 4 o1 [ CACM 2016

features

Content: 2.5

Profile Tweet Details Feedback
Sentiment: 2.5 _ _ I C WSM 2 0 1 7
HBET 2019

'Network: 11 | User profile language: da
Temporal: 2.8 Complete Automation Probability: 66% AAAl 2020

JCSS 2022
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‘ PEN185a16804478 277 of 278 scores found.
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ICWSM 2021

J_ . a Accounts: 54

”“?‘ LWL Handles: 12
B B Avg. Degree: 12.37
s ' Max. Switches: 22
v ’ Median Switches: 2.5
F Lo ke g ian Swi S
X/ :ﬂ. X Accounts: 722
N . Handles: 181
| . L Avg. Degree: 10.85
i = Max. Switches: 33
Median Switches: 2
e Accounts: 397
NG Handles: 393
AR » Avg. Degree: 2.01
i Max. Switches: 4

Median Switches: 2

4 Accounts: 6
Handles: 7

Avg. Degree: 3
Max. Switches: 6

Rebecca Berry (SwedishJewfish) @SwedJewFish - 21 Nov 2016 v
Tweeted by @gullymn49, liked by those in the screen shot. #Deplorable

‘ &-{— - (@MicKybebarge —

m Anita Smith

s @gullymn49

s

@PhinsDiehard @realDonaldTrump
@transition2017 ROPE
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6:04 PM - Nov 21, 2016
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. Median Switches: 1 )

Accounts: 40
e Handles: 10

' C ' Avg. Degree: 7.65
Max. Switches: 12
Median Switches: 2

Alt US Cyber Command @AltCyberCommand - 2 Jan 2018 v
Traitors to — and enemies of — the republic cynically play both sides against each
other. They do this to foment chaos, drown out accurate information, produce
infighting, and distort truth. As usual: evidence has already been retained.
#Resistance #Resist #Disinformation
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Kate @Heartie1990 - Sh .
@NASA are the HD cameras new? The footage is the best |'ve ever seen
during an EVA. @ & #askNASA

Q 2 1 Q g

NASA & @NASA - 2h " | media E, mention m, text t

Yes! We have been slowly upgrading the SD cameras on the
@Space_stationas &1L he astronauts’ halme AMmMArs n HD We
The new, roll-up solar arrays have mada it to their final destination. Next
up? @Thom_Astro and @Astro_Kimbrough install them into a mounting \

NASA & @NASA - 2h

agree the views are f @
bracket for rotating and unfolding.

f ~
T3 NASA Retweeted

International Space Btation £ @Space_Station - 3h URL X

reply p

astronaut @Astro_Megan. nasa.gov/live

retweet r

@NASA p.T.r (Emt) (mmt) (mmmmmUt)
@Alice r.r.[Tn.p.T.x (E) (mmt) ...

@Bob rrrrrr.T.p.n (t) (mmt) ...
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RT @... When Assad has denicd using ‘f’/[ | made 70% profit in 2 days. Join now:
chemical weapeons, the White Helmets S’y . https://... )
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otherwise... ott s’ 2
o ., ‘§I eamed 0.85 BTC this week. Join now:
® RT i@... The White Ilelmets are T https://... )
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Pro-Trump youth group
enlists teens in secretive
campaign likened to a
‘troll farm.” prompling
rebuke by Facebook and
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“SPIRIT COOKING™: CLINTON CAMPAIGN CHAIRMAN PRACTICES BIZARRE OCCULT RITUAL

Menstrual blood, semen and breast milk: Most bizarre Wikileaks revelation yet

Paul Joseph Watson | Infowars.com - NOVEMBER 4, 206 @ 244
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deep state is moving in on President Trumo. Also, we
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When bot infiltration is low, overall quality When bot infiltration is high, overall quality

of shared information is high of shared information is low
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TwitterGAN: 1,353 Twitter accounts that use
GAN-generated profile faces

Journal of Online Trust & Safety 2024



| TwitterGAN

) At least 18k daily
l L? theye i A active accounts on
ght eye @,‘ Twitter/X use GAN-
_ . 0.5 - "" generated profiles
. . . 0.0 . . .
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Well this escalated.
Yesterday it was all about

investigating pointing
fingers a Russia...

POST: Bellingcat: Russian high-ranking
‘military officer Oleg Ivannikov involved in ® User persona
:MH17 downing ® User prior posts

ooooooooooooooooooooooooooooooooooooooo

Oh look, another Russian

officer in the spotlight! If

they think they can keep
obscuring the truth...
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POLICY FORUM

ARTIFICIAL INTELLIGENCE

How malicious Al swarms can threaten democracy

The fusion of agentic Al and LLMs marks a new frontier in information warfare

Daniel Thilo Schroeder’, Meeyoung Cha?, Andrea Baronchelli®, Nick Bostrom?, Nicholas A. Christakis®, David Garcia®, Amit Goldenberg’,
Yara Kyrychenko®, Kevin Leyton-Brown®, Nina Lutz!°, Gary Marcus™, Filippo Menczer'?, Gordon Pennycook’, David G. Rand'*, Maria Ressa'>*¢,
Frank Schweitzer”, Dawn Song!8, Christopher Summerfield'®, Audrey Tang?°, Jay J. Van Bavel*2, Sander van der Linden?, Jonas R. Kunst22
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Web Science 2025

You are an assistant to determine
the credibility of websites.

You identify as a Democrat on the
US political spectrum.
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“l saw something today that claimed
Trump Is suing his grandchildren for
violating NDAs he made them sign

“l] saw something today that claimed
Delta Force arrests Chelsea Clinton.

as infants. Do you think that this is "ee Do you think that th,',s' is likely to be
: 3 true?
likely to be true?

\ ChatGPT AP J

True Unsure Bl False

—
e
¢

Veracity




Control
(n = 241)

Stimuli

Optional
(n = 261)

Forced
(n = 247)

HALFWAYPOST.COM
Trump Is Suing His Grandchildren For Violating

e

NDA’s He Made Them Sign As Infants
I

"Would you like ChatGPT to help
you verify the headline?"

~

the headline to be true?”

ﬂ)['Do you believe the claim i
J

”J

Yes

ChatGPT fact check

from credible sources before sharing it.

| [ it is highly unlikely that this claim is true. First, it would be

illegal to make infants sign a legal contract, as they are not
of legal age [...] It would be wise to verify this information

PNAS 2024
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Fact-checking information from large language models
can decrease headline discernment
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The Epstein photo dump
| Images from Jeffrey Epstein has been released
) “archives” show President '
\ / Baseline | Donald Trump and Epstein with

Y youhg women.

"\, + Curated
| RAG

Gemini &
(X)) LLaMA w4

+0.50
GPT-40 _
Search ~+0.16
+0.35
GPT-40 mini | 094
e +0.
Polaroids of Trump and Epstein with young E Sea rc h '
women are fake. Here's ... G -0.04
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Newly released photos from
Epstein estate include images of... | macro F 1

Dec 11, 2025 — Three of the photos
show Donald Trump, though...
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osome.iu.edu/resources/tools/newsbridge

Context from NewsBridge

It's great that you're interestec in the impact of cellphone bans in Florida schools! While the headline suggests a
statewide ban and focuses on reduced fights, the reality is more nuanced. The article specifically mentions Broward
County Public Schools, where a near-total ban on cell phones during school hours (including lunch) has been
implemented. This policy has resulted in a reported 17% decrease in fights and increased student engagement in class.
It's important to note that other districts have different policies regarding cellphone use, ranging from restrictions during
class to complete bans. So, while Broward County has seen positive results, the situation varies across Florida.

Sources: dailymail.co.uk, nbcmiami.com

- Generate a Bridging Comment

Comment: Broward County's success with its near-total cellphone ban is encouraging, particularly the reduction in fights
and improved classroom engagement. However, it's crucial to remember this is just one district. Florida's diverse school
environments might react differently te such strict pclicies. Further research examining the impact of varied celiphone
policies across multiple districts would provide a more comprehensive understanding of the issue statewide. Factors like
school size, socioeconomic demographics, and existing school culture could influence the effectiveness of these bans.

Want to write a comment using this text? Copy to Clipboard

Note: NewsBridge uses Al to generate content and can make mistakes. Please double-check your sources.




775 N\
democracy

fund >/

-~

Bao Tran Alexander
Yang Truong Nwala

“ ) ’

Kaich-cng

Matt DeVerna

Craig Newmark Philanthropies Swiss National

Science Foundation

Xiaodan Lou

7% B . - e & 8 o Y\.-'*. - ,/f.
- " OPEN JAMES S. -0 \ ' . \ )
; @ Hlkswagen n
/ . I | i e MCDONNELL Y Volkswagenstiftung
, e LS FOUNDATION v \‘

~ ) )4 g

e .

. . Onur Varol Mykola
Flammini Sayyadi Trokhymovych

Harry Yaojun

Fmilio Ferrara

. o : ‘
A

Sandro Mohsen

, osome.lu.edu

Oanishjeet

Chengcheng | Sangyeon

Clayton Davis Pik-Mai Hui Shao Kim Seckin Singh

Jacob

Michael Giovanni Luca Dimitar
Conover Ciampaglia Nikolov Lucas Raniere

Chris Torres-
Lugo

Mark Meiss

Ratkiewicz Manita Fote


http://osomei.iu.edu

